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Abstract. We investigate differentially private conformal prediction on
graph-structured data. Conformal prediction offers reliable uncertainty
estimates, but assumes that the calibration scores can be treated as iso-
lated records. In transductive node classification, scores are obtained
from individual nodes, which are not isolated records. Many graph learn-
ing methods, such as message-passing graph neural networks, propagate
information across edges and thus a node can affect the score of every
calibration node within its receptive field. Private conformal prediction
must therefore consider the entire set of affected nodes jointly. We show
that private graph calibration can be framed as a structural problem:
choosing a calibration set that is large enough to provide useful calibra-
tion, yet sparse enough that the privacy noise remains manageable. We
formalize this problem and show that it is NP-hard. We propose a greedy
heuristic that greatly reduces the graph-dependent sensitivity term on
benchmark graph datasets.
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1 Introduction

Conformal prediction provides prediction sets with finite-sample coverage guar-
antees after calibrating a score threshold on held-out data. Differentially pri-
vate (DP) conformal calibration makes this thresholding step compatible with
privacy constraints by replacing exact calibration statistics with private ones.
These mechanisms usually treat the calibration scores as isolated quantities.
In transductive graph learning this treatment is incomplete: message-passing
graph neural networks (GNNs) propagate information across edges, so one pri-
vate node record can perturb the conformity scores of several nearby calibration
nodes. Thus, the unit protected by DP and the unit counted by conformal cal-
ibration no longer coincide. This paper studies the post-hoc private calibration
problem for fixed transductive GNNs. Despite active work on both private and
graph conformal prediction, their intersection has remained underexplored. Our
main observation is that the privacy cost of calibration is controlled by the cal-
tbration load of the calibration split, that is, the largest number of calibration
scores that a single record can jointly perturb. Hence calibration selection is also
a privacy-relevant graph selection problem. We make three main contributions.
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First, we prove that the sensitivity of noisy-count private conformal calibration
scales with the calibration load, and that this bound is tight. Second, we recast
calibration-set selection as a bounded-degree induced-subgraph problem, and
show it is NP-hard in general. Third, we introduce a privacy-calibration ratio
that captures the size—load trade-off, derive upper and lower bounds, and give a
greedy splitting heuristic that approaches these bounds in practice.

2 Related work

Our work sits at the intersection of private conformal prediction, graph conformal
prediction, and private graph learning. Differentially private conformal predic-
tion combines split-conformal calibration with private quantile estimation and
conservative corrections [IIT2JT8|, building on a line of work on private quan-
tile estimation via the exponential mechanism and its refinements [T4U6IT0U3].
The only prior treatment of private conformal prediction on structured data we
are aware of studies the local differential privacy setting with an untrusted ag-
gregator [1I], which does not address the cross-node dependencies induced by
message passing. Graph conformal prediction, in turn, studies prediction sets for
transductive node classification and uses graph structure to improve efficiency
through score diffusion, topology-aware correction, or neighbourhood-based ag-
gregation [T98IT5], but in the non-private setting. Privacy for graph learning
has instead focused on private training of GNNs, where the per-layer sensitivity
of message passing drives the privacy cost [16J20]. However, the privacy of the
conformal calibration step on graphs is unexplored, and, to our knowledge, no
existing private conformal method addresses the transductive setting we con-
sider. Rather than proposing a new private quantile mechanism or conformity
score, we isolate the sensitivity term that message passing introduces into pri-
vate calibration: one changed record perturbs a whole neighbourhood of scores
which affects the noise scale.

3 Preliminaries

We recall here the notation and notions used throughout the paper. Additional,
more extensive preliminaries are available in

Conformal prediction [13]. Consider a classification problem with input
space X and label space ). A score function R : X x ) — R measures how well
a candidate label y € Y conforms to an input z € X. For a threshold 7, the
corresponding prediction set is C-(z) := {y € ¥ : R(z,y) < 7}. In the standard

split-conformal setting, one computes calibration scores (Ry, ..., R,,;) on a held-
out calibration split. If (Ry,..., Ry, Rmt1) are exchangeable, i.e., their joint
distribution is invariant under permutation, and if Ry < -+ < R(,,) are the

ordered calibration scores, then the threshold 7 = Ry with k = [y(m + 1)]
satisfies P(Rp4+1 < 7) > 7. Thus, the resulting prediction set satisfies P(Y €
C-(X)) > v, and we refer to v € (0,1) as the target coverage level. We use this
monotone threshold form of split-conformal prediction.
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Graphs. Let G = (V, E) be an undirected graph with node set V, n = |V|
nodes, and edge set E. For nodes u,v € V, let dg(u,v) denote the shortest-path
distance between u and v in G. For an integer K > 0, the K-hop ball around
anode u € Vis Bi(u) := {v € V : dg(u,v) < K}. We use G¥X to denote
the K-th graph power, with an edge between distinct nodes u,v € V whenever
dg(u,v) < K. For S C V, we write GK[S] for the subgraph of G¥ induced
by S, and write A(H) for the maximum degree of a graph H. A set S C V
is K-separated if dg(u,v) > K for all distinct u,v € S. Equivalently, S is an
independent set in GX. We use K to denote the effective graph radius of a local
score map. The formal locality assumption is stated in

Differential privacy [5]. We consider standard (e, §)-differential privacy
[4I5], denoted (e, d)-DP, with adjacency specified in Here € > 0 is
the privacy budget, where smaller values give stronger privacy, and é > 0 is the
failure parameter for DP; the formal definition is recalled in For
adjacent datasets D ~ D’ and a deterministic query f, the ¢1 global sensitivity
of fis GS¢y, = maxp~p/|f(D)— f(D')|li. The Laplace mechanism [5] adds
independent Laplace noise calibrated to this sensitivity. In particular, releasing
f(D)+ Z, with independent coordinates Z; ~ Lap (Gsf "51) satisfies pure e-DP,

i.e., (¢,0)-DP for 6 = 0.

4 Private calibration in the transductive setting

In this section, we present our analysis of private conformal calibration for trans-
ductive graph learning. We specify the privacy model, analyze the sensitivity of
the noisy cumulative counts used for private calibration, and use this bound to
define a private threshold with a coverage guarantee. Throughout, the graph
topology is fixed; nevertheless, changing one calibration record, i.e., one calibra-
tion node, may affect more than one calibration score. The following locality
assumption makes this dependence precise.

Assumption 1 (K-local score map). For every nodei € V, the score R;(G)
depends only on the data contained in Bk (i). Equivalently, if two graphs differ
only at a node u, then R; can change only when i € Bg (u).

[Assumption 1] holds for K-layer message-passing GNNs when the model parame-
ters are fixed. If a GNN is trained on the same private graph, changing one node

can also change the learned parameters and the training procedure itself needs to
be private; here we isolate the post-hoc private calibration problem instead. Ar-
chitectures whose receptive field is not K-local—i.e., models with global readout
or pooling layers, virtual nodes, or full self-attention as in graph transformers—

violate the effective radius is, in this case, the graph diameter.

4.1 Privacy model and noisy-count query

In our setting, we consider a fixed public graph G = (V, E) with a fixed public
calibration index set S C V with m = |S| and a fixed trained classifier. We focus
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on protecting the privacy of the calibration nodes. For each calibration node
i € S, the private record is the tuple z; := (z;,y;), where z; denotes the node
attributes used by the fixed classifier and y; denotes the calibration label; if only
the calibration labels are private, one may instead take z; = y;. Two calibration
datasets Zs = (2;)ies and Zg = (2});es are adjacent if they differ in exactly one
calibration record. That is, there exists u € S such that z, # z/, and z; = 2|
for all 4 # u. With fixed topology, adjacent calibration datasets are viewed as
graphs G and G’ with the same node and edge sets, differing only in one private
calibration record u € S. We refer to this notion of adjacency as calibration-
node attribute adjacency. Although the graph topology is fixed, the score map
is transductive and K-local: changing z, can change not only the score R, but
also the score of every calibration node i whose receptive field contains u, which
for an undirected graph is equivalent to i € Bg (u). Thus, one adjacent change
can affect all the calibration scores in By (u)NS, and private calibration depends
on the local geometry of the calibration split.

Given calibration scores on a held-out set of nodes, we aim to obtain private
conformal quantiles by releasing noisy cumulative counts on a fixed public grid,
the graph analogue of the standard noisy-quantile mechanism of Angelopoulos et
al. [I]. For each calibration node i € S, let R; € [0, 1] denote its score. For some
integer B > 0, a publicly available grid is a sequence 0 < t; < --- <tp < 1in
the [0, 1] interval. From the grid, we define the cumulative count vector N(G) :=
(N1(G), ..., NB(G)), with Ny(G) = > ,cg {Ri(G) < tp} for b € {1,...,B}
where 1 is the indicator function. The private calibration method under analy-
sis releases a noisy version of N(G), and then post-processes this noisy vector
to compute conformal thresholds. The key research question is therefore: How
can we determine the sensitivity of N(G) under graph adjacency and therefore
calibrate the amount of noise to achieve DP?

4.2 Calibration load and graph-local sensitivity

The graph quantity which controls the behaviour of private calibration is the
maximum number of calibration scores that can be affected by one private cali-
bration node. We refer to this quantity as the calibration load of the procedure.

Definition 1 (Calibration load). For a calibration set S C V, define the
calibration load as
A%(S) = mgg{\BK(u) NS (1)

illustrates the notion captured by Our main analysis pro-

tects the privacy of calibration nodes only; if the attributes of all nodes are to
be protected, the same analysis applies with the maximum in taken
over u € V instead of u € S. Under we bound a local notion of

the sensitivity as follows.

Theorem 1 (Graph-local sensitivity). Under the cumula-
tive count vector N(G) has {1 sensitivity at most GS;(N) < BAY(S) under

calibration-node attribute adjacency.
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Fig. 1. Calibration load for K = 1. The black nodes form the calibration set S; the
shaded region is the ball B1(u). Changing the private record of u can perturb the scores
of the | B1(u)NS| = 3 calibration nodes inside the ball; A§*(S) is the maximum of this
count over calibration nodes.

Proof. Consider adjacent graphs G and G’ differing at one calibration node

u € S. By the only calibration scores that can change are those
with indices in By (u) N S. Thus, for each grid point ¢,

INY(G) = Ny(@)] < [Bic(w) N S| < A(S). (2)

Summing over b € {1,..., B} gives |[N(G) — N(G")|1 < BAS(S). Taking the

maximum over adjacent graphs proves the claim. a
The sensitivity bound identified in is, in the worst case, tight.

Proposition 1 (Worst-case tightness). Assume that tg < 1. The depen-
dence on BAS(S) in is worst-case tight, i.e., there exist K-local
score maps and adjacent graphs G, G’ such that ||[N(G) — N(G")|1 = BAS(S).

Proof. Se

4.3 Graph-adjusted private calibration

gives the noise scale for private calibration on transductive graphs.
Compared with the non-graph case, the privacy noise is inflated by the graph-
local calibration load.

Corollary 1 (Graph-adjusted noisy-count calibration). Let €., > 0 be
the privacy budget allocated to the calibration step, and let

. i BA@Y(S
No=No+ 2y, Zy % Lap (KU) : (3)
€cal
Then releasing (Nl,...7NB) 18 €cal-DP under calibration-node attribute adja-

cency. Consequently, any threshold computed from these noisy counts is also
€cal-DP by post-processing.
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Proof. This follows directly from and the Laplace mechanism [5].
Post-processing preserves DP [5]. O

The factor B in comes from releasing all B cumulative counts
with the Laplace mechanism, and more refined private quantile mechanisms can
improve it; the graph-dependent part, however, is the calibration load A%!(S), so
the split-design results below apply independently of the private quantile prim-
itive used. We use the noisy counts to choose a conservative, private conformal
threshold. Let k = [y(m+1)] be the usual split-conformal rank, where m = |5].
Non-private grid calibration would select the smallest ¢; such that N, > k;
with noisy counts, positive noise can make a grid point appear to have enough
calibration mass while its true count is below the target rank. We thus add a
conservative rank correction offset A(S) and select the first grid point satisfying

Ny > k4 A(S). (4)

If no grid point satisfies the inequality, we use the maximum possible threshold,
so that the predictor returns all labels. For failure probability 8 € (0,1), define
now an offset \(S) as

cal
A(S) = %{il(s) log (?) . (5)

By a union bound over the B Laplace variables, Prlmax;|Z;| < A(S)] > 1— 8, so
with probability at least 1— 3 any grid point Satisfying also has true
count at least k: A(S) is the rank correction that compensates for the privacy
noise. The dependence on the split is now explicit: the size m = |S| improves
conformal resolution, while the load A$(S) increases the privacy correction.
This motivates the following definition.

Definition 2 (Privacy—calibration ratio). For a calibration set S CV, the
privacy—calibration ratio is

Acal (S)
pr(S) = 77(5' . (6)

Indeed, the private rank correction per calibration point satisfies

A(S) _ Blog(B/S)

S] el pK(S)- (7)

Thus, the graph split objective is not to minimize A%!(S) alone, but to trade
calibration load against calibration size.

4.4 Coverage of the private threshold

The noisy thresholds of Section 4.3 yield an end-to-end DP coverage guarantee.
Let N, be the noisy counts in [Corollary 1f and k& = [y(m + 1)]. We define the
private threshold as

f:=min{ty : Ny > k + ()}, (8)
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for an offset A\(S) as per [Equation (5), and with the convention # := 1 if no grid

point meets the inequality, i.e., the predictor then returns all labels. We can now
provide guarantees on the coverage of the private thresholds.

Theorem 2 (Private graph-conformal coverage). Consider a calibration
set S and an unseen test point Xiest with score Riest. Assume that k < m, that
the scores {R;}ies U {Ruest} are exchangeable, and consider noisy counts with

Laplace scale BA(S)/ecar as in|Corollary 1. The threshold t in|Equation (8
defines the prediction set C(Xiest) := {y : R(Xtest, y) < t} which satisfies

Pr[thst S ﬂ 2 '7 - B (9)

Proof. Consider the event & := {maxy|Zy| < A(S)}. This is the event that all
Laplace noise variables are small in absolute value. For Z; ~ Lap(BAS!(S)/écal)
it holds that Pr[|Z,| > A(S)] = 8/B by [Equation (5)] Taking a union bound we
obtain that Pr[€] > 1—8. On £, any grid point with N, > k+A(S) has true count
Ny > Ny —A(S) > k. Hence whenever # is finite it satisfies [{i € S : R; < {}| > k,
ie. t > Ry, the k-th smallest calibration score; the fallback t=1> R also
gives > R(1). The event £ depends only on the privacy noise and is independent
of the data. Exchangeability gives Pr[Ricst < R(r)] > k/(m 4 1) > 7. Therefore

Pr[Rtest S ﬂ Z Pr[{Rtest § R(k)} N g] Z 1 Ba
which concludes the proof. a

Rounding # up to a grid point can only enlarge the prediction set, so the grid
resolution B costs efficiency but never coverage, and the split trade-off of
tion (7)|reappears: a larger |S| shrinks the relative slack A(S)/|S|, while a larger
load inflates it. While the sensitivity results hold for any fixed calibration set,
the coverage guarantee additionally assumes that the selected calibration scores
are exchangeable with the test score. Topology-aware split selection can bias the
calibration population—purely structurally, since our split rules use
only the graph and never labels or scores—so bounded-load splitting should be
read as controlling the privacy cost of a chosen split, with coverage following
whenever that split is exchangeable with the intended test population.

5 Calibration split selection as subgraph selection

The previous section shows that the private rank correction depends on the split
through pg(S): larger calibration sets improve conformal resolution, while a
larger load increases privacy noise. We now show that this trade-off is a subgraph
selection problem on the K-th graph power G¥. Choosing a calibration set
S C V selects the induced subgraph G¥[S], whose edges connect calibration
nodes that one private record can jointly affect; controlling the privacy load
thus amounts to controlling the maximum degree of GX[S]. For a load budget
D > 1, we consider the split selection problem

: cal < D.
glca‘>/<|5| subject to AZ(S) <D
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Equivalently, changing one private calibration record can affect at most D cali-
bration scores.

Proposition 2 (Influence graph characterization). For every calibration
set SCV,
AR(S) = 1+ AGK[5)), (10)

where A(GX[S]) is the mazimum degree of the induced graph power.

Proof. For u € S, the quantity |Bg(u) N S| counts u itself plus all calibration
nodes within distance at most K. These nodes are exactly u and the neighbors

of u in GX[S]. Taking the maximum over u € S gives the result. O
By the split-selection problem is equivalent to
ISnCa‘)/(|S\ subject to  A(GK[S]) < D —1. (11)

Thus, privacy-aware calibration splitting is a bounded-degree induced-subgraph
problem on G¥. The case D = 1 is especially simple.

Corollary 2 (K-separated splits). A calibration set S satisfies A(S) = 1
if and only if S is an independent set in G¥. Equivalently, dg(u,v) > K for all
distinct u,v € S. For such splits, graph-adjusted private calibration recovers the
ordinary non-graph noise scale B/€ca).

Proof. The condition AS2!(S) = 1 means that no calibration node has another
in its K-hop ball, i.e., that no two nodes of S are adjacent in G¥; the final claim

follows from a

The graph-power formulation shows that optimal split selection is hard.

Proposition 3 (Computational hardness). For D =1, finding the largest
calibration set with A$2Y(S) < D is NP-hard.

Proof. See

The reduction in is straightforward: for K = 1 and D = 1 the fea-
sible sets are exactly the independent sets of G. This equivalence also transfers
approximation results: maximum independent set is inapproximable on general
graphs [921], but is constant-factor approximable by a greedy algorithm on
bounded-degree graphs [7], the relevant regime for sparse networks. [Proposi]
and |§| give the corresponding guarantees on G¥. Proposition 3| motivates
a simple ordered greedy heuristic. The parameter D controls the privacy load.
D =1 gives a greedy K-separated split; a larger D relaxes separation and can re-
tain more calibration nodes. We describe one possible approach in

Proposition 4 (Feasibility of the greedy split). [Algorithm 1] returns a
calibration set S satisfying A52(S) < D.
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Algorithm 1: Greedy bounded-load calibration split

Input: G = (V, E), candidate pool Vo1 C V, radius K, load budget D.
Output: Calibration set S.
S+ 0.
Choose an ordering (v1, ..., vlvpooll) of Vpool.
for r =1,...,|Vhool| do

S+ SuU{v}.

A$Y(S") + max,cg|Br(u) NS

if A52'(S’) < D then

L Set S« 9.

return S.

Proof. The algorithm starts from the empty set and accepts a node only when the
load constraint still holds, so the invariant AS2!(S) < D is maintained throughout
and holds for the returned set. O

Proposition 5 (Expected size for D = 1). For D = 1, run |Algorithm 1

with a uniformly random ordering of Vpool = V. Then the expected size of the
returned K -separated set is at least ), \BTl(v)\'

Proof. For D = 1, the algorithm is the greedy independent-set algorithm on G
A node v is certainly selected if it appears before every node in its closed neigh-
bourhood in G¥. This event has probability 1/(degsx (v) +1) = 1/|Bg(v)|.
Therefore the selection probability of v is at least |B(v)|~!. Summing over
v € V gives the claim. a

Allowing D > 1 is useful only when the increase in calibration-set size compen-
sates for the larger allowed load, as measured by the ratio p (S) = AS2(S)/]S].

6 Privacy—calibration trade-off

The achievable trade-off summarized by px (S) is controlled by graph structure:
a good split contains many calibration nodes without placing too many in the
same K-hop neighbourhood. In this section we show that random splits can be
expensive on graphs with hubs, i.e., nodes with large degree or large K-hop balls,
while separated splits control the load by construction. First, a lower bound: local
clustering among selected calibration nodes necessarily increases pg .

Proposition 6 (Counting lower bound). For every calibration set S C 'V
it holds that

|S‘2 > IBk(s)n S|. (12)
SES

Proof. We average the number of selected calibration nodes contained in each
selected node’s K-hop ball. Since the maximum load is at least the average load,

A2Y(S) = max|Bic(u) N §| > & Z\BK )ns|. (13)
uesS
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Dividing by |S| yields the claim. O

We next compare random and separated splits: a random split is simple, but its
load is controlled by the largest K-hop ball.

Proposition 7 (Random split baseline). Let S be obtained by including
each node independently with probability p. Let bp® = maxyecv|Bk (u)|. Then,
with probability at least 1 —n,

2
max| Brc () 01 S| < b + /2t log(n/u) + S log(n/n).  (14)

Proof. Sec

Thus, on graphs with hubs or large K-hop balls, the private calibration noise
is driven by the worst local load rather than by the average calibration size.
The opposite extreme is to enforce K-separation, which gives A2/(S) = 1; the
following bounds show how large such sets can be.

Proposition 8 (Separated split upper bound). Assume G has mazimum
degree at most A and K > 1. Let S be any mazimal K -separated set. Then |S| >

Theca) where Mgk (A) = 1+AZ£<:51(A— 1)". Consequently, px(S) < MKTM).

Proof. Since S is maximal, every node in V' lies within distance at most K of
some node in S. Thus the K-hop balls around nodes in S cover V. Each such
ball has size at most Mg (A). Therefore n < |S|Mg(A). Since S is K-separated,
A%(S) = 1. Thus px(S) = 1/]S| < Mg (A)/n. O

The bound in depends on the worst degree; a sharper guarantee
follows from the actual K-hop ball sizes.

Proposition 9 (Caro—Wei achievability). There exists a K-separated cal-
ibration set S with |S| > 3 Consequently, there exists a split with

pi(8) < (Socr i)

Proof. A K-separated set is an independent set in G¥. Furthermore, deg« (v) =
| Bg (v)| — 1. The Caro—Wei bound [2I17] gives an independent set of size at least

Z de +1 Z |BK

veV
Such a set has A%(S) =1, so pr(S) = 1/|5]. O

1
veEV |Bg (v)|*

gGK

Together, these results explain why graph-aware splitting can matter. Random
splits are controlled by worst-case local concentration, whereas separated splits
exploit the distribution of local ball sizes. The bounded-load heuristic of
rithm 1|interpolates between these extremes by allowing some local overlap while
keeping the maximum load controlled.
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6.1 Effective radius and topology-aware scores

The previous bounds depend on the effective graph radius of the conformity
score, which matters because several graph conformal methods improve efficiency
by using graph structure in the score. For example, DAPS smooths node-wise
conformity scores over the graph [I9], CF-GNN uses topology-aware correction
[8], and SNAPS aggregates information from structurally or feature-similar nodes
[15]. Our analysis gives a privacy-side interpretation of such operations: using
a larger graph neighbourhood can improve non-private efficiency, but it also
increases the number of calibration scores affected by one private record. For
a K-layer local GNN without graph post-processing the effective radius is K;
diffusing base scores over L additional graph steps makes it K + L. Consequently,
the cumulative-count sensitivity satisfies GS1(N) < BA§2, | (S) and, for every
fixed split S, it holds that A!(S) < A2, (S) and pk (S) < pr+r(S). Thus,
topology-aware score smoothing creates a privacy—efficiency trade-off: it may
reduce prediction-set size, but it enlarges the graph neighbourhood over which
one private calibration record can influence the calibration statistic.

7 Experiments

We include a minimal experimental setup that focuses only on graph structure
to illustrate the split-dependent sensitivity term. Since no prior private graph-
conformal method addresses our setting, we compare against a matched-size
random-split baseline. The sensitivity bound in suggests a simple
empirical pattern: among splits of comparable size, random splits should have
large calibration load when they concentrate calibration nodes in the same K-
hop neighbourhood, while bounded-load greedy splits with uniformly random
node orderings keep A$!(S) small by construction, with larger
D potentially retaining more nodes at the cost of a larger allowed load. Thus,
we measure AS2!(S) and px (9), the graph quantities that determine the privacy
noise scale in on the Cora, CiteSeer and PubMed datasets; q
reports the results. Code to reproduce all experiments is available on GitHuh!|
As shows, matched-size random splits have substantially larger cali-
bration load than bounded-load splits. For K = 2, the random matched-size split
has pg roughly 56, 60, and 133 times larger than greedy D = 1 on Cora, Cite-
Seer, and PubMed, respectively, supporting the main message that calibration
splitting is not a neutral implementation detail under private graph calibration.

8 Discussion and conclusions

In this work, we discussed how private conformal calibration on graphs depends
on the graph structure. For a fixed GNN, the calibration split is not a neu-
tral implementation choice: one changed record perturbs every calibration score

! nttps://github.com/pindri/private_graph_split_conformal
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Table 1. Topology-only comparison of calibration split strategies for K = 2. Each
random split is matched to the size of the corresponding greedy D = 1 split. Bounded-
load splits explicitly control A$'(S) and yield much smaller privacy-calibration ratio
pr(S) = A%'(S)/|S|. Results are means and standard deviations over 20 random node
orderings and matched random splits.

Dataset Split |S] AZY(S) pr(S) - 103
Random matched-size 510 £ 8 56 + 15 109.4 £+ 28.1

Cora Greedy D =1 510+ 8 1 1.96 4+ 0.03
Greedy D =2 733 £ 10 2 2.73 +0.04

Greedy D =4 964 £+ 18 4 4.15+0.08

Random matched-size 939 +9 60 £+ 13 63.5 + 14.2

CiteS Greedy D =1 939+ 9 1 1.06 + 0.01
e Greedy D = 2 1514 + 19 2 1.3240.02
Greedy D =4 1947 £ 19 4 2.06 4+ 0.02

Random matched-size 2374 + 19 132+ 54 55.9 £ 22.7

Greedy D =1 2374+ 19 1 0.42 +£0.00

PubMed =2 oy D =2 3658 + 32 2 0.55+0.01
Greedy D =4 4969 + 53 4 0.81 £0.01

in its K-hop ball, so the split sets both the number of calibration scores and
the local privacy load at once. Balancing these two aspects—keeping calibration
nodes spread out to limit the influence of individual records, while retaining
enough nodes to estimate thresholds accurately—rather than optimizing either
alone, is what makes bounded-load split selection a natural primitive for private
graph conformal prediction. One limitation of our work is that we bound only
the privacy cost of a split: the coverage guarantee in is inherited
from standard split-conformal prediction and holds only when the chosen split
is exchangeable with the test population. Because our approach uses only the
graph, it introduces no label- or score-dependent bias, but it may still shift the
calibration population in ways we do not characterize; a better characteriza-
tion is left to future work. An additional limitation concerns our experimental
evaluation: our experiments isolate the structural quantities that drive the noise
scale rather than measuring end-to-end private coverage and efficiency. A more
thorough empirical investigation, as well as the inclusion of more refined private
quantile estimators, is also a promising direction for future work.
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A Additional preliminaries
We report here extended preliminary notions used throughout the paper.

Conformal prediction. In classification, conformal prediction constructs set-
valued predictors, which output sets of labels rather than single labels, with
finite-sample coverage guarantees [I3]. Conformal prediction relies on a score
function R(z,y) that measures how well a label y conforms to an input x. From
the score function, in the standard split-conformal setting one computes cal-
ibration scores (Ri,...,Ry) on a held-out data split and uses them to com-
pute a threshold 7, i.e., a quantile of these scores. Commonly, split-conformal
guarantees are obtained relying on the exchangeability assumption, where a se-
quence of random variables is exchangeable if its joint distribution is invariant
under permutation. With this assumption, the rank of a new score R,,;1 among
(R1,-.., R, Ryy1) is uniform on {1,...,m+1}. Let R(yy < -+ < Ry, denote
the sorted calibration scores, where the parenthetical subscript denotes the in-
dex of a score in the sorted list of scores. By choosing k = [vy(m + 1)] < m and
T = R , it then follows that P(R,,11 < 7) > 7. The resulting prediction set
Cr(z) ={y : R(z,y) < 7} thus satisfies P(Y € C,(X)) > . The quantity = is
therefore commonly referred to as the coverage guaranteed by the conformal pre-
diction. A number of different possible score functions can be defined [13]: here we
rely on the commonly satisfied assumption that the chosen score function defines
prediction sets C-(z) = {y : R(z,y) < 7} for which R(x,y) <7 = y € C;(z),
and where therefore C. is monotone in 7.

Graphs. Let G = (V, E) be an undirected graph with node set V' and edge set
E. We write n = |V| to denote the number of nodes of a node set V. For nodes
u,v € V, let dg(u,v) denote the shortest-path distance between u and v in G. For
an integer K > 0, the K-hop ball around w is Bg (u) := {v € V : dg(u,v) < K}.
Thus, Bo(u) = {u}. When the graph is clear from context, we omit the subscript
G from the distance. We use G¥ to denote the K-th graph power, that is, the
graph on the same node set V with an edge between distinct nodes u and v
whenever dg(u,v) < K. For a subset S C V, we write GX[S] for the subgraph
of G induced by S. The maximum degree of a graph H is denoted by A(H).
A set S C V is called K-separated if dg(u,v) > K for all distinct u,v € S.
Equivalently, S is an independent set in G*. We consider transductive node
classification with a fixed trained classifier that relies on message-passing, such
as a message-passing GNN. We use K to denote the effective graph radius of a

local score map. The formal locality assumption is stated in

Differential privacy. Differential privacy (DP) [4] is a formal notion of privacy
that protects sensitive information from privacy leakage. In this work, we focus
on protecting the privacy of the nodes used in the computation of the conformal
thresholds. DP is defined in terms of adjacent datasets, where a dataset is a
collection of records. We view a graph dataset as a collection of node records. A
randomized mechanism is said to be private if its output on adjacent datasets

(see|Section 4.1) does not leak sensitive information on the records.
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Definition 3 ((¢,0)-DP, [5]). Let € > 0 and § > 0. A randomized mechanism
M X — Y satisfies (€,0) differential privacy, denoted as (€,0)-DP, if, for all
adjacent D, D’ € X and all S C Range(M) PrlM(D) € S] < e Pr[M(D’) €
S| + 08, where probabilities are taken over the randomness of M. When § = 0,
we say M satisfies pure e-DP.

We refer to € as the privacy budget of a mechanism and to § as the failure pa-
rameter. Larger values of € provide less privacy, while € = § = 0 corresponds to
identical output distributions on adjacent D, D’. For a given deterministic func-
tion f, one can build a private mechanism by means of additive noise calibrated
to its global sensitivity GSy, = maxp.p|f(D) — f(D’)|lp, where |||, is an
£p-norm. A common approach is to add Laplace noise to the output of a given
function to obtain DP.

Theorem 3 (Laplace mechanism for pure DP, [4)5]). Let f : X — R have

4y sensitivity GSy g, . The randomized mechanism M(D) = f(D)+Lap (%)

satisfies e-DP, where Lap(b) denotes Laplacian noise with mean 0 and scale b.

The Laplace mechanism extends directly to vector-valued queries f : X — R%;
adding independent noise Z; ~ Lap (G Sy ¢, /€) to each coordinate, where GSy 4,
is the ¢; sensitivity of the entire vector, yields an e-DP release. This is the form
used for the cumulative count vector in [Section 4

B Missing proofs

Proposition 1 (Worst-case tightness). Assume that tg < 1. The depen-

dence on BAS(S) in is worst-case tight, i.e., there exist K-local
score maps and adjacent graphs G, G’ such that ||[N(G) — N(G")|1 = BAS(S).

Proof. Let u € S attain the maximum in the definition of AS!(S), and write
A := Bg(u) N S and |A| = A%2Y(S). Fix adjacent datasets that differ only in
the record of u. We construct a K-local score map for which all scores indexed
by A change from below the whole grid to above the whole grid, while all other
calibration scores remain unchanged. Assume tp < 1 and choose a,b € [0, 1] with
a <ty and b > tg. This is possible since 0 < t; < --- < tg < 1. Define a K-local
score map such that, on the first dataset, R; = a for every ¢ € A, while on the
adjacent dataset, R; = b for every i € A. For i ¢ A, keep the score fixed across
the two datasets. This score map is K-local because only nodes whose K-hop
ball contains u are allowed to change, and these include precisely the affected
calibration nodes in A. For every i € A and every grid point ¢, the indicator
1{R; <t} changes from 1 to 0. Hence, for every b € {1,..., B},

[Ny (G) = Ny(G")] = |A] = ARA(S).

Summing over the B grid points gives

B
IN(G) = NGl = D_IN(G) — No(G")| = BAF(S).
b=1
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This proves worst-case tightness. ad

Proposition 3 (Computational hardness). For D =1, finding the largest
calibration set with A$2(S) < D is NP-hard.

Proof. We reduce from maximum independent set. Consider the special case
K =1and D = 1. Then A$}(S) < 1 means that, for every u € S, | By (u)NS| < 1.
Since u € By (u), this condition holds if and only if no node u € S has a distinct
neighbour v € S. Equivalently, S is an independent set in G. Therefore, in the
case K =1 and D =1, the problem

max|S| subject to A91(8) <1
SCV

is exactly the maximum independent set problem on G. Since maximum inde-
pendent set is NP-hard, the calibration split-selection problem is NP-hard. 0O

Proposition 7 (Random split baseline). Let S be obtained by including
each node independently with probability p. Let bp® := maxycv|Bk (u)|. Then,
with probability at least 1 —n,

2
Znea&dBK(u) N S| < pbE™ + 1/ 2pb**log(n/n) + 3 log(n/n). (14)

Proof. For each fixed u € V, write X, := [Bg(u) N S| = X2, cp, (4 &, Where
&, = 1{v € S}. Since nodes are included independently with probability p, the
variables £, are independent Bernoulli random variables. Thus, it holds that
X, ~ Binomial(|Bg (u)[, p) with mean p,, = EX,, = p|Bg(u)| < pbp**. A Cher-

noff bound guarantees that, for every ¢t > 0, Pr[X,, > p,+t] < exp (—W)

Setting the exponent equal to a and solving t? — %‘lt — 2ay, = 0, the positive
root satisfies ¢t < \/2u,a + %a. It follows that, for every a > 0,

2
Pr [Xu > Uy + 2upa + 3(1] <e ™

Since the function  — = + v/2za is increasing for > 0, and since p,, < pbR**,
we obtain

2
Pr [Xu > pb ™ + /2pbP*a + 34 <e “.

Set a =log(n/n). Then e~* = n/n, so the displayed bound fails for this fixed u
with probability at most 7/n. Taking a union bound over all u € V' gives

2
Pr [Hu eV Xy, > pbg™ + 1/ 2pb**log(n/n) + 310g(n/n)} <.

Equivalently, with probability at least 1 — 1,

2
meaxz}c\BK(u) N S| < pb™ + \/2pb*>log(n/n) + 3 log(n/n)
u

which concludes the proof. a



	Bounded-load calibration splits fordifferentially private graph conformal prediction

